University of Texas of the Permian Basin, Texas, USA Healthcare fraud, waste, and abuse losses are estimated to be as much as $700 billion per year. These losses contribute to rapidly increasing healthcare costs for all Americans and the lack of healthcare or the malpractice of healthcare for money motivations can result in death. The purpose of this article is to describe several different types of healthcare frauds that occurred and to offer suggestions related to the prevention and/or detection of this type of fraud. With a better understanding of the frauds that can take place, auditors can help protect society from both unfair healthcare costs and medical problems.
Introduction
Healthcare spending is estimated to be $2.7 trillion annually and it represents about 17% of the United States Gross Domestic Product (GDP) as compared to only 9.5% among other countries (van Capelleveen, Poel, Mueller, Thornton, & van Hillegersberg, 2016) . As the cost of healthcare continues to rise, healthcare fraud schemes continue to increase in both the magnitude of losses and complexity related to patients' health. These losses contribute to rapidly increasing healthcare costs for all Americans and the lack of healthcare or the malpractice of healthcare for money motivations can result in death or chronic illness. Legislation has been enacted to address this problem and organizations are creating task forces to enforce the legislation. The purpose of this article is to describe several different types of healthcare frauds that occurred and to offer suggestions related to the prevention and/or detection of this type of fraud. Yang and Hwang (2006) estimated healthcare fraud to be as high as 10% of the annual spending in the industry while Rudman, Eberhardt III, Pierce, and Hart-Hester (2009) estimated it to be as low as 3% of annual spending. The annual losses are estimated to be as high as $700 billion (van Capelleveen et al., 2016) or as low as $100 billion per year (Simborg, 2008) . The simple fact that the estimates are so different indicates the complexity associated with the problem. The problem affects consumers (patients), payers of the bills (parents if children are involved), health insurance providers, the government (with Medicare, Medicaid, etc.), and healthcare professionals.
Research Background and Literature Review
Calls for help come from all of the parties listed above and action has come in the form of legislation and organizations. Simborg (2008) both outlined "guiding principles" and offered an organizational idea of a Carol Sullivan, Associate Professor, Accounting, University of Texas of the Permian Basin. Email: sullivan_c@utpb.edu.
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Nationwide Health Information Network (NHIN) with policies, procedures, and standards to proactively prevent, detect, and reduce healthcare fraud. Swartz (2006) discussed the 6-month project commission by the Office of the National Coordinator for Health Information Technology within the Department of Health and Human Services (HHS) that involved two main tasks: (1) a study of the issues and steps in the development and use of automated coding software that enhance healthcare anti-fraud activities; and (2) identifying best practices to enhance the capabilities of interoperable health information technology infrastructure to assist in prevention and detection as well as prosecution of healthcare fraud or improper claims and billings.
One humanist approach to prevention and detection of fraud comes from whistleblowing and data mining. Hannigan (2006) described a nurse practitioner's dilemma. The article identifies some of the potential devastating effects: job-loss, threats against the person and family, and psychological/emotional stress. However, reporting the fraudulent activity may actually reduce the psychological and emotional stress. By considering both ethical principles and practical issues, people may have a better ability to "do the right thing" with these dilemmas.
A more scientific approach related to the prevention and detection of fraud is data mining. Yang and Hwang (2006) provided a research framework that distinguished fraud and abuse cases from normal healthcare cases. Joudaki, Rashidian, Minaei-Bidgoli, Mahmoodi, Geraili, Nasiri, and Arab (2015) reviewed the literature in this area and offered the idea of combining automated methods and statistical knowledge as an interdisciplinary branch of science that is called Knowledge Discovery from Databases (KDD) -data mining is the core of the KDD process. Koh and Tan (2005) provided more information related to data mining being used for evaluation of treatment effectiveness, management of healthcare, customer relationship management, and the detection of fraud and abuse. The article also highlights the limitations of data mining. From an international perspective, research about data mining in Taiwan was conducted by Liou, Tang, and Chen (2008) . This study applied data mining techniques to detect fraudulent activities related to diabetic outpatient services. They used algorithms in three ways: logistic regression, neural network, and classification trees. More details will be provided in a later section of this article.
Legislation and Organizations to Help
The Health Insurance Portability and Accountability Act of 1996 (HIPAA) created a national Health Care Fraud and Abuse Control (HCFAC) Program with the Attorney General and the Secretary of the Department of Health and Human Services (HHS) supervising it. HCFAC was designed to coordinate the federal, state, and local law enforcement related to health care fraud and abuse. In spite of this legislation and new organization, the Governmental Accountability Office (GAO) designated Medicare and Medicaid as high-risk programs because of both size and the overall system complexity (van Capelleveen et al., 2016) .
In 2009, Attorney General, Eric Holder, and HHS Secretary, Kathleen Sebelius, announced the establishment of a new organization called Health Care Fraud Prevention & Enforcement Action Team (HEAT). This initiative combined increased detection tools and resources with enduring focus by senior leadership. It was also designed to enhance collaboration between the Department of Justice (DoJ) and investigative agencies. HEAT was made up of top-level enforcement agents, prosecutors, attorneys, auditors, and other staff from the DoJ, HHS, and other operating governmental divisions. The purpose of HEAT was to collaborate with joint efforts across government to both prevent health care fraud and enforce current anti-fraud laws throughout the United States (DoJ, 2017a).
Recent Healthcare Fraud Cases Prosecuted
With the new HEAT organization, the DoJ has been able to both prosecute and fine individuals, organizations, and businesses involved with health care fraud and abuse. The following cases reflect recent cases:
(1) In 2016, an owner of more than 30 Miami-area skilled nursing and assisted-living facilities as well as a hospital administrator and physician's assistant were charged with conspiracy, obstruction, and fraud related to $1 billion scheme involving many area health care providers. This was the largest single criminal health care fraud case ever brought against individuals by the DoJ. The scheme involved admitting beneficiaries (who did not qualify) to skilled nursing homes, community mental health centers, and home health care providers. They were giving them medically unnecessary services that were billed to Medicare and Medicaid. Kickbacks were also paid in form of cash, charitable contributions, payments for services, and fake lease payments. One of the individuals was prosecuted back in 2006, but continued the fraudulent activities after paying a $15.4 million civil fine (DoJ, 2016a);
(2) Criminal and civil charges were made against 301 individuals, including 61 doctors, nurses, and other licensed medical professionals in 2016. This case was an unprecedented sweep made by the Medicare Fraud Strike Force and the schemes involved about $900 million in false billings. This was the largest enforcement action at the time in terms of both loss amount (please refer to the previous case as the largest to date) and the number of people involved. More than 60 of the defendants were charged with violations involving the Medicare prescription drug benefit program known as "Part D", which is the fastest growing component of the Medicare program overall and contributing to the opioid epidemic (DoJ, 2016b); (3) In 2017, a new record takedown of 400 individuals and $1.3 billion in false billings was performed by the Medicare Fraud Strike Force. The target schemes involved false billings to Medicare, Medicaid, and TRICARE (a health care program for members and veterans of the armed forces as well as their families) for medically unnecessary prescription drugs and medications that were often never even purchased or opioids and other narcotics that were illegally distributed (DoJ, 2017b) . Of the 412 people charged, there were 115 doctors, nurses, and other licensed professionals. There were also 30 state Medicaid Fraud Control Units participating in these enforcement actions (DoJ, 2017c); (4) In terms of court cases actually going to trial, a Danville, Virginia doctor pled guilty to both healthcare fraud and tax evasion charges in 2017. The Morning Star medical practice billed covered patient visits to various insurers, such as Optima, Virginia Premier, Aetna, Anthem, Medicare, and Medicaid. The doctor was the only person authorized to complete the "superbill", which is the form that determines which services to invoice to a health care benefit program. The doctor would bill health care benefit program for the patient visit under an "evaluation and management" code and "preventative counseling" for the exact same patient visit, resulting in double billing. The doctor also diverted some of the overpayments to a day trading bank account and concealed the profits from this account from the Internal Revenue Service (DoJ, 2017d); (5) In 2017, a Cleveland Heights woman was sentenced to 10 years in prison and her son was sentenced to 7 years for a $8 million home healthcare fraud scheme. They were also ordered to pay $8.1 million in restitution. The company, Just Like Family, defrauded Medicare, Medicaid, and the Department of Veteran Affairs by submitting forged or false records in support of previously submitted and reimbursed billings for patients they did not actually provide face-to-face services (DoJ, 2017e).
Data Mining as an Effective Healthcare Fraud Eradication Tool
With advances in technology as well as digitalization of health care information, machine learning and data mining can now be used as a more scientific way to prevent and detect healthcare fraud, waste, and abuse. A study by van Capelleveen et al. (2016) used statistical analysis when offering outlier detection techniques to identify nonstandard observations that may represent accidental errors or more serious falsified data linked in a fraudulent pattern. Intelligent data mining systems were developed for purposes of data warehousing for learning purposes, artificial intelligence, and decision support systems. Metrics can be offered and categorized based on the types of fraud that they are likely to reveal. High costs claims can also be separated and flags can be established to note high risk associated with the claims. The study used both linear regression, boxplot outlier detection, peak analysis, and multivariate clustering. They found that outlier detection methodology is a practical way to use dashboards in order to identify problematic providers and raise flags. Koh and Tan (2005) used data mining techniques to study treatment effectiveness along with fraud and abuse. They provided an example of applications that can highlight inappropriate prescriptions or referrals and fraudulent medical/insurance claims. They also identified the Texas Medical Fraud and Abuse Detection System as award-winning data mining software that recovered $2.2 million and identified 1,400 suspects for investigation. The most important application for data mining is predictive modeling and this was actually used to help warn people about possible diabetes associated with large Body Mass Indez (BMI) in addition to inappropriate treatments and billings. This type of data mining was expanded internationally as Liou et al. (2008) proposed three different types of data mining techniques to detect fraudulent or abusing reporting by healthcare providers providing diabetic services in Taiwan. The classification tree model performed the best, with 99% accuracy. The neural network model was second, with an overall detection rate of 96%. The classification tree algorithms built tree "nodes" and each possible path from the root node to the leaf nodes represents a sequence of classification rules. Two of the rules on the fraud leaf nodes involved the relationship between the average days of drug dispensation and average medical expenditure. This model predicted fraudulent hospitals at 100% and 99% for the whole dataset. Related to this research, Yang and Hwang (2006) used data mining techniques to: (1) filter out noisy data; (2) identify activities; (3) identify fraudulent instances; and (4) select normal instances. With this information, they developed sensitivity (proportion of fraudulent cases that are identified by the system) and specificity (proportion of the normal cases that are classified as normal). The goal of a good data mining technique is it has both high sensitivity and specificity. They found that the non-structure detection system had high specificity, but low sensitivity. Their systematic model performed better than the non-structure system and also better identified fraudulent activities related to overdoses and repeated ambulant visits.
Concluding Remarks
This study describes legislation, organizations, and data mining techniques established to prevent or detect health care fraud, waste, and abuse. It also provides examples of enforcement actions taken recently and court cases taking place as a result of more healthcare fraud vigilance. Instead of using guns to rob banks or other businesses, these fraudsters were simply submitting fake documents to basically steal billions of dollars from taxpayers. They were also contributing to the opioid epidemic with illegal distribution or prescription drugs. It is a matter of life and death in some cases as well as governmental fiscal responsibility that everyone gets involved with healthcare fraud prevention and detection.
